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By Kristin sostowsKi

In its much anticipated decision in 
Stengart v. Loving Care, No. A-16-
09, 2010 WL 1189458 (Mar. 30, 

2010 ), the N.J. Supreme Court ad-
dressed the extent to which an employee 
has an expectation of privacy and confi-
dentiality in e-mails exchanged with his 
or her attorney via a password-protected, 
Web-based e-mail account accessed on 
a company-owned computer. The Court 
ruled that an employee does not waive 
the attorney-client privilege when using 
a personal e-mail account on a company 
computer to communicate with his or 
her attorney. In addition, the Court held 
that company attorneys who fail to turn 
over an employee’s privileged com-
munications found on the company’s 
computers to the employee’s attorney 
are subject to sanctions for violating 
Rule 4.4(b), which covers an attorney’s 
obligations with regard to inadvertently 
produced documents. 

 The Stengart decision obvi-
ously has serious implications both for 
companies that seek to limit and monitor 
employees’ use of company computers 
and for attorneys who discover arguably 

privileged communications between an 
employee and the employee’s lawyer on 
a company’s computer systems. In the 
wake of the Stengart decision, New Jer-
sey employers should re-examine their 
current Electronic Systems Policies and 
e-discovery practices in collaboration 
with employment counsel, keeping in 
mind the following best practices. 

 1. Avoid the use of computer 
technical jargon where possible.

 2. Enumerate prohibited uses of 
the company’s electronic systems and 
potential disciplinary consequences to 
avoid confusion regarding what consti-
tutes permissible employee conduct.

 3. Address the use of personal, 
password-protected, Internet-based e-
mail accounts (e.g. gmail, Hotmail, Ya-
hoo!, etc.) via company electronic sys-
tems.  Employees must be given express 
notice that e-mails sent from or received 
on personal e-mail accounts are subject 
to company monitoring if any company 
equipment (including laptops, Blackber-
ries, etc.) is used to access the personal 
e-mail account.

 4. Warn employees that e-mails 
sent from or received on personal e-mail 
accounts using company electronic sys-
tems are stored on the computer’s hard 
drive and may be forensically retrieved 
and monitored by the company.

 5. State that although occasion-

al personal use of the company’s elec-
tronic systems is permitted, personal use 
of the company’s electronic systems is 
not private and may be monitored by the 
company.

 6. Articulate the company’s le-
gitimate business interests for restricting 
personal usage and monitoring employ-
ees’ personal e-mails and Internet us-
age, including protecting the company’s 
assets and reputation, promoting em-
ployee productivity, and ensuring com-
pliance with the law and the company’s 
legitimate corporate policies. 

 Employers should take affirma-
tive steps to ensure that employees are 
aware of and fully understand the com-
pany’s electronic systems policy. Em-
ployers should take the following steps 
to ensure notice and understanding of 
their policy:

 1. Issue the company’s Electron-
ic Systems Policy to all new employees 
and reissue the policy on a regular basis 
(annually is ideal) to all employees;

 2. Require all employees to 
sign an acknowledgement stating that 
they have received and understand the 
policy. To maximize the effectiveness of 
the acknowledgment, employers should 
incorporate specific language stating 
that the employee understands that al-
though occasional personal use of the 
company’s electronic systems is permit-
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ted, he or she has no expectation of pri-
vacy or confidentiality in any use of the 
company’s electronic systems, including 
e-mails sent from or received on person-
al, password-protected, Internet-based 
e-mail accounts (e.g. gmail, Hotmail, Ya-
hoo!, etc.) and Internet usage.

 3. Seriously consider training 
their employees on the company’s elec-

tronic systems policy on a regular basis. 
 Employers should exercise 

caution when reviewing a plaintiff’s 
e-mail and Internet usage during litiga-
tion. When preserving and reviewing 
a plaintiff’s e-mails and Internet files 
during litigation, employers and their 
counsel should avoid reviewing the 
plaintiff’s privileged e-mails. If privi-

leged communications are identified, 
defense counsel should not review their 
contents. Instead, counsel should imme-
diately segregate the potentially privi-
leged communications, notify plaintiff’s 
counsel and, if necessary, seek a judicial 
determination regarding whether the 
attorney-client privilege applies to the 
communications. ■
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